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LLMO01:2025 Prompt Injection

LLM02:2025 Sensitive Information Disclosure
LLMO03:2025 Supply Chain

LLM04:2025 Data and Model Poisoning
LLMO05:2025 Improper Output Handling
LLMO06:2025 Excessive Agency

LLMO07:2025 System Prompt Leakage
LLMO08:2025 Vector and Embedding Weakness
LLM09:2025 Misinformation

LLM10:2025 Unbounded Consumption (DoS)
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Prompt Injection
El atacante introduce
un comando como
parte de los datos para
manipular el
comportamiento del
modelo.
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Ej:#2

Data Model Poisoning
Se introducen datos maliciosos
para alterar los datos del modelo

y afectar a consultas posteriores.

o
Ej:#3
Js
Unbounded Consumption

(DoS)

Uso abusivo del modelo para
generar costes o un DoS.
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Otros Riesgos

Shadow Al.
Fuga de datos.
Uso en aplicaciones no autorizadas (ej.: PDF).
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Comenzamos en 2005 con soluciones anti-spam y continuamos invirtiendo en todas las formas de IA,
incluyendo la mas reciente IA Generativa.
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detection
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Trend Vision One™ Al Security

Visibility and guidance to transform

Al risks into secure, compliant adoption. for third-party generative Al use

L
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AlRisk Insights Al Secu.rity Al Secure Access Endpoint and Server
Blueprint Protection
Turn complex logs into actionable insights Safeguards code, data, containers, APls, and Al workloads
through automated, natural language workflows. by detecting vulnerabilities, controlling exposures, supporting

compliance, and enabling rapid threat response.

) g &

Code Security DSPM Container Security API Risk
Visibility

Agentic SIEM XDR for Cloud
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Governance and threat protection Detect of deep fake risk on server and endpoint.

°\?/°
o— Al —O

Al -SPM

Secures Al apps from development to production
using proactive testing & real-time threat prevention.

B
g

Al Scanner Al Guard

Turn complex flows into actionable insights
through automated, network detection and

response.
K

XDR for Network
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Complejidad con Mayor Superficie de Ataque

{ Legacy ]
[ Rapid growth in cloud native ]

®
services & applications
@0@ oo
g8 ~—

[ Gen Al & Al Ops ]

[ Software supply chain uncertainty ] [ IT/OT convergence and 5G ]
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[ Massive growth in Saa$S applications ]
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RIESGO = PROBABILIDAD x IMPACTO

impacto = g (criticidad de negocio)

Mg éCual es el punto mas vulnerable?

L 4
------

Attack Path Punto de Entrada+ Activos afectados Joyas de la Corona

¢Cual es el valor de este active?
2. ¢Cuantos activos puedo comprometer?

Probabilidad = f (vulnerabilidades, exposicidn, amenazas, controles de mitigacion)
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Indice de Riesgo

CYBER RISK INDEX | How can | lower the Cyber Risk Index?

View Assessment Profiles

100

Risk score

0 —————=—
12-14 12-15

RISK REDUCTION MEASUF

From T

Highrisk = =
70 3

Cyber Risk Subindexes X ration
View the cyber risk subindexes of your defined asset groups. Subindexes are based on the total cyber risk of all assets included in a defined asset group. Learn more 0
34
27
Expand all nodes = Manage asset groups _
omentum

+ with other orgs

nfigure Playbook

[ Risk factor: All ~ rRisk Index (@)
Risk factor Risk event Most impacted assets (&) Real-time score impact @4 Remediation steps Case
| XDR detection [Heuristic Attribute] Possible Data Encrypted for Impact Cg2 549 » Investigate the event using the Workbench. 0
I XDR detection Ransomware Detection (Non-real Time Scan) g2 87 - Investigate the event using the Workbench. 1]
I XDR detection Possible Cobalt Strike Connection g2 5 « Investigate the event using the Workbench. 0
I ‘Account compromise Leaked Account Identification 21 4.5 - Change the password immediately on this account and any other account where the same password is used. ]
I XDR detection Detection of a ConnectWise Authentication Bypass Exploit(CVE-2024-1709) (Tl 4 = Investigate the event using the Workbench. ]
I Security configuration Email Sensor Settings for Exchange Online Not Optimized in Cloud Email and F 3.6 - Configure and enable the Email Senser on the user's mailbox. 0

Collaboration Protection
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1. Puntos de Entrada 2. Potenciales vias de ataque 3. Camino a lo importante
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| Gestionado por : g
,_____‘\_coneq T Tiene permisos e
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Identidad =

Servidor Atacado
Dispositivo * Critical
- assets
Internet Exposure Permissions »
Threat detection Exploitable vulnerabilities Network connection/session _ Sensitivedata
XDR detection Potential Compromised User/Administration activities Critical account/device
Detecciones de Eventos de Grafico de Activos Criticidad de Activos

Riesgo CREM

XDR

Inteligencia de Amenazas

TrendAl

Origen de Datos
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umplimiento
NIS2, DORA, ENS,etc
Priorizar esfuerzos de cumplomiento

Generar informes de Auditoria.

(

Cyber Risk Subindexes

Expand all nodes | Manage asset groups

View the cyber risk subindexes of your defined asset groups. Subindexes are based on the total cyber risk of all assets included in a defined asset group. Learn more

= Center | T= Left Alig

Your organization

Assets: 2024 (Unassigned @ :1,971)

Cyber risk index: 43 == Medium risk

©

Departamento Financeiro
Assets: 36

Cyber risk subindex: 22 | _ Low risk

©

Ministerio Sanidad
Assets: 12

Cyber risk subindex: 8  _ Low risk

©

test

Assats: O

Cyber risk subindex: - (D — Low risk

Proyectos TI

Assets: 1

Cyber risk subindex: 8 = _— Low risk

Ministerio Agricultura
Assets: 1

Cyber risk subindex: 14 | _ Low risk

Ministerios Asuntos Exteriores
Assets: B

Cyber risk subindex: 18 | __ Low risk

vnO
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