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Escasez de profesionales y recursos

el

“Tenemos que hacer mas con los mismos recursos ...”
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Posture Management. Anélisis

Risk Insights  Cloud Activity ¥ Data source ‘ H

]
RISK INDEX
6 1 Medium Account Vulnerability Anomaly detection Cloud app activity
—— compromise detection At-risk events: 17 At-risk events: 430
* At-risk events: 68 At-risk vulnerabilities: 7
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Posture Management. Anélisis Vi S i b i I i d a d

& Internet-Facing Assets & Accounts 28 Applications & Cloud Assets APls
All discovered devices DEVICE OVERVIEW CONTRIBUTING DATA SOURCES
>
180 . Data source DETERTIGET]
Endpoint Sensor L]

Devices can be assessed for risk

>
154 . MNetwork Sensor L]
. ) ) Trend Micro Deep Discovery Inspector o
Devices with managed agents X
132 . Standard Endpoint Protection L ]
Trend Micro Apex One as a Service L
) No' [ f Feb M f M

Use the filter () to modify the device

detected period. For unmanaged ) . Trend Micro Apex One On-premises o
; 1 s ® All discovered devices

devices, only devices detected in the

last 30 days can be shown.

Usuarios, Infraestructuras, Aplicaciones y Datos
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Identity Security Posture Management (ISPM) Identity Threat Detection and Response (ITDR)

PR Discover all identities ﬁ Assess posture and ~ .Conti‘nuously monitor q Investigate threats in on-
" & prioritize risk J/@/ identity-related “3%“ premises, hybrid, and
: “0

°

activities multi-cloud environments
—\ Provide in-depth Report on anomalous .
. . . . 2\ Augment staff with
@/ identity profiles behavior Corre.late events across g Augment wi
/ security layers =JJ Companion Al
{3)) Analyze and visualize user ‘g~ Evaluate asset criticality -90 { Gain instant access to | Automate security
activity °°:—"I with Al “\.. IAM logs A response

Data Lake | Identity and Access Activity Data

Endpoint Saa$S Apps Web Traffic Network
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Coste = CoOmo x Cuando

Coste
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Bloqueo y deteccion de incidentes

Adversary is trying to do Exploit Public-Facing Application which leads the Data Encrypted for Impact

80 They may do this, for example, by retrieving account usernames or by using OS Credential Dumping . The information may be collected in a number of different ways using
other Discovery technigues, because user and username details are prevalent throughout a system and include running process ownership, file/directory ownership, session
information, and system logs. These credential materials can be harvested by an administrative user or SYSTEM and used to conduct Lateral Movement using Use Alternate

score @ Authentication Material . Adversaries may attempt to extract credential material from the Security Account Manager (SAM) database either through in-memory technigues or
through the Windows Registry where the SAM database is stored. Most systems come with some built-in command-line interface and scripting capabilities, for example,
macOS and Linux distributions include some flavor of Unix Shell while Windows installations include the Windows Command Shell and PowerShell . Adversaries may abuse
PowerShell commands and scripts for execution. Key attack techniques: T1071.001, T1071, T1071.004, T1190, T1059, T1059.001, T1486, T1003.001, T1059.003, T1212,
T1003.002, T1003, T1033, T1016, T1566.002, T1192, T1021.002, T1021, T1077, T1086, T1006, T1102, T15650.002, T1550.003, T1482

Status: All v Created: All v Maodel: All v Q, workbench ID, Endpoint, User, Email Apply
] Score+ (&  Workbench ID Model Model severity Rela
D P 66 WB-10253-20220325-00019 Targeted Attack Detection: Cobalt Strike - C&C Callback Traffic (Domain) High Simi
|:| P 64 WB-10253-20220324-00034 Credential Dumping via Mimikatz High Simi
] o 47 WB-10253-20220324-00038 Potential Information Gathering Medium Coll
D P 47 WB-10253-20220323-00013 Suspicious Web Access After Suspicious Email Medium Endi
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Case:

Owner:

A suspil
detectd
proces:

Score:
Impact
Creates

Automd]

Highl

- Show related assets

Sumn juand7716@gmail.com

diego_siciliani@visionary...

https://drive.google.com/...

-00000

ow related assets.

e}
B (msgUuid) AAKALGARAAAAHYQDEapMEC2b..
B (msgld) <CANMeVUM=4ALXTWBMNmWYN. .
B (mailMsgSubject) Fwd: Customer Reports 20...
& (highlightedRequest) https:/jdrive.google.ca...

B (suser) juand7716@gmail.com
B diego_siciliani@visionarymomentum.com
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Detect Pati

= (msgUuid) AAKALGAAAAAAHYQDEapMEC2bY. .
B (msgld) <500d1fab.69ae.18¢128c39d5 Core. .
= (mailMsgSubiect) try-wh

& (highlightedRequest) https://ca21-3winshipw...
(suser) 2xq3040010wgx@126.com

9 admin@casteam.onmicrosoft.com

Melissa Ma
View asset grs

Ben Anderson
View asset graph 0um TO

Simon Chen

[ View asset graph

(%)

Trend Micro Cloud App Sec,
( View asset graph _

AOUNTO

XDR

@2020-01-1019:22 A @ BRezetest (8

Diego ficiliani
1t View assptaranh ) Dagld Longmuir

w asset graph

rady Archie
View asset graph

ADUN TO

oMo

Pradeep Gupta

D  View asset graph |

AkQI—1f—
View asset graph )
FXBAE

View asset graph |

2xq3040010Wgx@126.com

try-wb

@)

https:/fca21-3winshipway...
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Bloqueo y deteccidn de inci

Trend Vision One™  viorivench » we-30353-20231211-00001

[CEI--RERERTOLIN SN )
Summary »GD
Case: Open new case @) Show reated assets
Owners:  None Assign owner

Possible Spear Phishing Attack via Link

A suspicious URL associated with phishing attacks was.
detected in an emall message. (Delayed alert: Batch
process detection)

Score: 23 =]
Impact scope: m2
Created 2023-12-1115:3918. juand7716@gmail.com
Nane ol
Highlights
Link
Techniqus:  T1566.002 - Spearphishing Link

Data source/  Email Sensar
Processor.
@ 2023-12-114:35:22 | View event h"p
B (msgUuid) AAKALGARAAAAHYQDEapMEC2b..
B (msgid) <CANMEVUM=4ALXTWEMNMWYRG. .
B (mailMsgSubject) Fwd: Customer Reports 20...
& (highlightedRequest) https:/jdrive.google.ca...
BB (suser) juand?716@gmail.com
B diego_siciliani@visionarymomentum.com

Detect Patie
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ontrol & Respuesta AUtomatlzaCién

> Start ¥ Trigger ) — @ Target o] — —~( THEN E Action £
Scheduled: Hourly at 0 minutes past the hour
UTC+00:00 Risk events Risk events
* Risk factor: Account compromise * User account actions: Force sign out
* Risk event: - * Manual approval: Yes
More More
( THEN )} [E Action o
Send email notification of results
* Recipients: -

| — .\’:‘ THEN \ — [E Action T —

Send email notification of results
* Recipients: -
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ontrol & Respuesta AUtomatlzaCién

- Start ¥ Trigger e — © Target e — ~( THEN }—— [ Action 1 —{ THEN —— [E Action Eed
Scheduled: Hourly at 0 minutes past the hour Risk events Risk events Send email notification of results
UTC+00:00 * Risk factor: Account compromise * User account actions: Force sign out * Recipients: -
« Risk event: - *+ Manual approval: Yes
More More

— @ Target (o | S T - (:’ THEN ju — [E Action o — -

Risk events Risk events
* Risk factor: Threat detection * Endpoint actions: Isolate endpoints
* Risk event: - * Manual approval: Yes
\¥ [o]¢] More
—( THEN —— [5] Action o S

Send email notification of results
*+ Recipients: -
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[g Companion v

T SoUrce ornhe command and e purpese

A B of the actions it performs, It may be
' necessary to block the command from
executing or to remove any files or
' shortcuts that were created by the
PP\ command.

| " % d. | have a confidence score of 80 for this

\ explanation. The confidence score is based
on the fact that the decoded Base64 string
contains a sequence of commands that
perform actions that are not typical of a
=~nop -w hidden -noni -c "if([IntPtr]::Size -eq 4){$b=3$... normal PowerShell command. However,
without further investigation, it is difficult
to determine the exact purpose of the
command and the source of the Baseb4

"CAWindows\sysnative\WindowsPowerShell\w1.0\powershell.exe" -noni -no e
© 06
Asistente de IA generativa | Exptain this alert
El asistente impulsado por IA generativa, Companion, amplifica el What is objectCmd

rendimiento y esta disefiado para mejorar la accesibilidad,
acelerar los flujos de trabajo y los resultados de la busqueda de

What is Mimikatz




Integracion
Expansiva

Con Terceros

IT, OT e loT
(Industria,

Smart Cities,
Hospitales...)
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Trend Micro Vision One™ | Third-Party Integration

Trend Micro Vision One enables connections to key third-party applications, allowing you to analyze data from multiple sources

CATEGORY

[ ] BAS (1)

[ | Cloud Services (1)

|| Firewall and Network Protection (6)
[ ] IT Service Management (1)

|| Identity and Access Management (4)

[ ] SIEM (9)
[ ] SOAR (3)

[ | Threat Intelligence (3)
[ ] unified Endpoint Management (3)
[ | Vulnerability Management (3)

VENDOR

|| Broadcom (Symantec) (1)

[ ] Check Point (1)

|| Cyborg Security (1)

[ ] Cymulate (1)

[ | Elastic (1)

[ | Fortinet (1)

[ | Google (1)

[ 1 1BM(3)

[ ] MISP Project (1)
[ ] Microsoft (5)
L] N/A (a)

[ ] NetSkope (1)

Integration ¢

Active Directory (on-premises) Pr¢/e"

Azure AD

Check Point Open Platform for Security (OPSEC)

Cyborg Security - HUNTER Platform
Cymulate

Elastic

FortiGate Next-Generation Firewall
Google Workspace P"e"

MISP

Microsoft Endpoint Manager (Intune)
Nessus Pro Previe”
NetSkope Cloud Threat Exchange Platform
Office 365

Okta

OpenLDAP Preview

Palo Alto Panorama

Vendor

Microsoft
Microsoft
Check Point
Cyborg Security
Cymulate
Elastic
Fortinet
Google
MISP Project
Microsoft
Tenable
NetSkope
Microsoft
Okta
OpenLDAP

Palo Alto Networks
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El ABC de la Ciberseguridad
La bruajula del CISO

Anélisis del riesgo

Bloqueo y deteccidn del incidente.

Control & Respuesta.

During a Breach
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