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Prevención. - Riesgo
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Prevención - Identidades 
Seguridad de punto a punto: Prevenir, Proteger, resPonder

Endpoint Email Web TrafficSaaS Apps

Data Lake | Identity and Access Activity Data

Continuously monitor 
identity-related 
activities 

Investigate threats in on-
premises, hybrid, and 
multi-cloud environments

Gain instant access to 
IAM logs 

Correlate events across 
security layers

Augment staff with 
Companion AI 

Automate security 
response

Identity Threat Detection and Response (ITDR)

Discover all identities 

Analyze and visualize user 
activity 

Provide in-depth 
identity profiles 

Assess posture and 
prioritize risk

Evaluate asset criticality 
with AI 

Identity Security Posture Management (ISPM)

Report on anomalous 
behavior 

IAM Network



4 | ©2024 Trend Micro Inc.

Prevención - Discovery
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Protección - XDR

INVESTIGACIÓN & RESPUESTA

FIREWALL.
VIRTUAL PATCHING.
CONTROL DE DISPOSITIVOS.
CONTROL DE APLICACIONES.
SUPERVISIÓN DE INTEGRIDAD.

ANÁLISIS DE COMPORTAMIENTO
MACHINE LEARNING EN EJECUCIÓN

LE
YE

N
D

A

Bueno
Conocido

Malo
Conocido Desconocido

Noise 
Cancellation

LEGÍTIMO

REPUTACIÓN DE FICHEROS
MACHINE LEARNING ESTÁTICO

SANDBOX

MALICIOSO
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Protección. Parcheado Virtual

Tiempo

Vulnerabilidad

Descubierta

¡Riesgo Reducido!

✓

Parche

Disponible

✓

Parche

Probado

Parche

Virtual

✓

¡Sistemas en riesgo!

Parche

Desplegado

Más de 300 aplicaciones 

protegidas

Sistemas Operativos

BBDD

Servidores Web

Servidores de Correo

Servidores Aplicaciones

Servidores de Backup

Servidores de gestión

Servidores DHCP,FTP, etc

Aplicaciones de escritorio

Clientes de correo

Navegadores Web

Antivirus

Etc…

Trend Micro

Cisco

Google

Fortinet

McAfee

Palo Alto Networks

Check Point

US CERT/CC

iDefense

Kaspersky Lab

SecureAuth

64%
18%

7%

6%
5%

Incluido soporte para SO descontinuados por fabricante (Win 2000,2003,2008, XP,7, Ubuntu 10.04, RHEL etc)

✓
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Email & Collaboration Security

• Ransomware.
• Phishing.
• Quishing.
• BEC.
• DLP.
• Inline (API)/Online (MTA).

Protección
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• Navegación segura.
• Sustituye VPN.
• Acceso condicional.
• DLP.

Prevención.
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NDR

Visibilidad de red.

Sondas físicas y virtuales.

Bloqueo de ataques de red.

Prevención.
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Data 
Center

On-premise

Bare-Metal Servers 

& Virtual Machines

Cloud 
Environment

Instances &
Autoscaling

Cloud-Native Application Development

Containers Storage
Third-Party 

Libraries
Serverless

Multi-Cloud

Private Cloud Public Cloud

XDR (Extended Detection and Response)

Attack Surface Risk Management

Protección Cloud

Endpoint & 
Workload Security

Container Security 

File Security

Endpoint & 
Workload Security

ASRM for Cloud

Container Security

File Security

API Visibility

ASRM for Cloud and File 
Security

AWS

Azure

GCP

Otros...
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ResPuesta. XDR
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Detections – MITRE mapping

Triage & Workbench
Attack Visual

XDR Data Lake 
Detection and Activity 
Logs at Cloud Storage

Threat Intel Collaboration
Latest Threat campaigns (IOCs & STIX)

Activity Data
Detections

Endpoint Detection
& Response

E-mail  Detection 
& Response 

Cloud Detection 
& Response 

Network Traffic 
Analytics 

Few:  High 
Fidelity Alerts

SIEM & 
SOC Analyst 

X
D

R
 D

A
TA

 LA
K

E  

O
b

served
 A

ttack 
Te

ch
n

iq
u

e
s

Th
reat In

tel

Triage
Detections – MITRE mapping

Triage & Workbench
Attack Visual

XDR Data Lake 
Detection and Activity 
Logs at Cloud Storage

Threat Intel Collaboration
Latest Threat campaigns (IOCs & STIX)

Activity Data
Detections

Endpoint Detection
& Response
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XDR Data Lake 
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Logs at Cloud Storage

Threat Intel Collaboration
Latest Threat campaigns (IOCs & STIX)

Activity Data
Detections

Endpoint Detection
& Response

E-mail  Detection 
& Response 

Cloud Detection 
& Response 

Network Traffic 
Analytics 

Few:  High 
Fidelity Alerts

SIEM & 
SOC Analyst 

Fewer, high-
fidelity alerts
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Detections – MITRE mapping

Triage & Workbench
Attack Visual

XDR Data Lake 
Detection and Activity 
Logs at Cloud Storage

Threat Intel Collaboration
Latest Threat campaigns (IOCs & STIX)

Activity Data
Detections

Endpoint Detection
& Response

E-mail  Detection 
& Response 

Cloud Detection 
& Response 

Network Traffic 
Analytics 

Few:  High 
Fidelity Alerts

SIEM & 
SOC Analyst 

Forensics and 
Incident Response

Playbooks

Identity

OT

Endpoint

Email

Network

Cloud

3rd-Party

Data Access

SIEM & 
SOC Analyst 
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ResPuesta. XDR
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ResPuesta. XDR

Detectar origen Analizar Alcance y responder
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ResPuesta. SOAR
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Generative AI Assistant
Generative AI powered assistant — Companion — amplifies 

performance and is designed to enhance accessibility, accelerate 
workflows and threat hunting outcomes, and improve mean-time-

to-detect and respond.
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Purpose-built 
integrations

APIs

Expansive

Integration

Ecosystem
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Purpose-built 
integrations

APIs

Alineados con el CCN

Certificado:
• Endpoint/Servidores.
• NDR.
• IPS.

En Curso:
• IPS OT.
• Correo.
• 5G.
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