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nalisis de |la postura de Seguridad.

RISK INDEX | How can | lower the risk index?

Cloud app activity

Account pi

62..

LRI High-risk events: 1

At-risk vulnerabil

Activity and behaviors
High-risk events: 0

High-risk events: 0

System configuration

High-risk events: 0

XDR detection
At-risk alerts: 3

Threat detection
High-risk events: 0

View Assessment Profiles

Security configuration

High-risk events: 0

= Medium risk

@ trendmicro_xdr_spain
c -
% W At-risk users/devices detected
z

@) Compare with other orgs

Last assessment: 2023-09-25 21:49112 @ ‘ At-Risk Users/Devices

=D = High risk = Medium risk = Medium risk — Lowrisk = Medium risk = Medium risk = Medium risk
Regional avg: 52
100 32
|
”2 I I
0
08-27 08-28 08-29 08-30 08-31 05-01 05-02 03-03 09-04 09-05 03-07 05-08 09-03 09-10 03-11 09-12 05-13 05-14 09-1 09-16 03-17 09-18 03-19 05-20 09-21 09-22 09-23 03-24 09-25
RISK REDUCTION MEASURES ©®
From To
Medium risk } > ’ Low risk Risk events to address 26 | All events _
62 Less than 30
[Retacon o
Risk factor Risk event Most impacted assets & Real-time score impact & Remediation steps
| Vulnerabilities OS Vulnerability Identified Qs E « Apply the latest patch or upgrade the operating system version.
Spear Phishing Email Target High Profile User via Attachment 2 2 + Quarantine or delete the message using the preduct censele.

I ‘Account compromise

| XDR detection Possible Web Service Abuse
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(] Less than 1

+ Investigate the event using the Workbench.

+ Investigate the event using the Workbench.




loqueo y deteccion del incidente.

Adversary is trying to do Exploit Public-Facing Application which leads the Data Encrypted for Impact

80 They may do this, for example, by retrieving account usernames or by using OS Credential Dumping . The information may be collected in a number of different ways using
other Discovery technigues, because user and username details are prevalent throughout a system and include running process ownership, file/directory ownership, session
information, and system logs. These credential materials can be harvested by an administrative user or SYSTEM and used to conduct Lateral Movement using Use Alternate

Score @ Authentication Material . Adversaries may attempt to extract credential material from the Security Account Manager (SAM) database either through in-memory technigues or
through the Windows Registry where the SAM database is stored. Most systems come with some built-in command-line interface and scripting capabilities, for example,
macOS and Linux distributions include some flavor of Unix Shell while Windows installations include the Windows Command Shell and PowerShell . Adversaries may abuse
PowerShell commands and scripts for execution. Key attack techniques: T1071.001, T1071, T1071.004, T1190, T1059, T1059.001, T1486, T1003.001, T1059.003, T1212,
T1003.002, T1003, T1033, T1016, T1566.002, T1192, T1021.002, T1021, T1077, T1086, T1006, T1102, T1550.002, T1550.003, T1482

Status: All hd Created: All b Model: All hd L Workbench ID, Endpoint, User, Email Apply
] Score ¥ ® workbench ID Model Model severity Relz
WB-10253-20220325-00019 argeted Attack Detection: Cobalt Strike - allback Traffic (Domain gh imi
] 66 WB-10253-20220325-00019 T d Attack D ion: Cobalt Strike - C&C Callback Traffic (D in) H Simi
] |t 64 WB-10253-20220324-00034 Credential Dumping via Mimikatz High Simi
] - 47 WB-10253-20220324-00038 Potential Information Gathering Medium Colli
] et a7 WB-10253-20220323-00013 Suspicious Web Access After Suspicious Email Medium Endj
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Bloqueo y deteccion del incidente.

Summary E D

Early Indicator of Conti Ransomware Attack
Multiple endpoint detections were found which is a
potential indicator of being used by Conti
ransomware as delivery.

Score: 71

Impact scope: Os &1

Created: 2021-12-10 22:38:36
Highlights

Possible Cobalt Strike Connection

Technique: T1071.001 - Application Layer
Protocol. Web Protocols

T1071.004 - Application Layer
Protocol. DNS

T1071 - Application Layer Protocol
Malware name: EICAR COBALTSTRIKE - HTTP
(Response)
@ 2021-12-10 22:35:08 | View event
4 @ (interestedip) 10.50.1.133
L3 (src) 23.82.128.116
[2 (deviceDirection) inbound
[E (clientFlag) dst
@ (pAttackPhase) Command and Control Co...
[E (ruleld) 4155
2 (app) HTTP
|:| (peerHost) 23.82.128.116
4 @ (peerlp) 23.82.128.116

10.50.1.133

WIN10-1123

win10£1133\john
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ontrol y respuesta.

® 2= Filter workbench alert o e L u_< L T Highly suspicious objects —@& B Notify recipients for manual appr... £ * ® H Response action fo L
Severity: Critical, High Manual approval: No General action: Add objects to block list
Notification method: - Mail: Quarantine emails
Recipients: - Files: Collect files, Submit file object to sa...

Endpoint: Isolate endpoint

Suspicious objects ¢ B Notify recipients for manual appr.. & ¢ B Response action o LS
Manual approval: Yes General action:
Notification method: Email Mail: Quarantine emails
Recipients: andresd7716@vonese.com Files: Collect files
Endpoint:
e * B send notification of results £ ¢ o M Eng
Notification method: Email End of playbook

Recipients: andresd7716@vonese.com

B Notify recipients for manual apg Bl Send ticket notification of
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A Platform Approach to Layered Security

Known Known
Good Data  Bad Data

LEGEND

Variant Protection
Application Control
Integrity Monitoring

Pre-Execution Machine Learning
Behavioral Analysis

| ﬁ --------- Runtime Machine Learning

Network Content Correlation ‘

Unknown Noise
Data Cancellation

Custom Sandbox Analysis

¢ Investigation & Response
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Intrusion Prevention (IPS) & Firewall
Early Zero-Day Protection
Exploit Prevention & File/Web Reputation

N

Malicious files &
actions blocked
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Zero Trust Secure Access
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Private Access

SWG / CASB

Web Sites

ez N ebay

Cloud Apps

“ GSuite 1 0fce3ss

Private Cloud

s ©

Corporate Datacenter

Evolucion del proxy.
Gestidn de riesgos y aplicacion de politicas dinamicas
en base al riesgo.

Acceso privado para aplicaciones sin publicar VPN

Misma experiencia de usuario ya sea en la oficina o
de forma remota.
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@ CRM Application
@

V Only when in the office
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Deteccidn y respuesta

Summary > 0O

Suspicious Web Access After Suspicious Email

A user has accessed a possible spearphishing link
embedded in an email message.

SCU rE‘: 4? demo@vonese.com
Impact scope: Ll &2 m@E3
Created: 2022-03-23 15:55:38

http:ffca93-0.winshipway.com

"CA\Program Files (x86)\Internet Explorer{|EXPLORE.EXE” SCODEF:9904 CR...

16 | ©2024 Trend Micro Inc.
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XDR — Respuesta ante incidentes — multi véctor Vision One

Cybersecurity Platform

XDR Data Lake

Endpoint Detection and Activity Threat Intel Collaboration Forensics and
Logs at Cloud Storage .
Latest Threat campaigns (I0Cs & STIX) |nCIdent Response
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Identity
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' Activity Data
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Cloud
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=Y . .
Generative-Al Assistant

sanbiuysa)

oeNY panIasqo
|23u] 1e34Y 1L

Network

DIV VIVA ¥AX

oT
Triage & Workbench

Data Access
Attack Visual

y Detections — MITRE mapping




XDR - Acciones de respuesta

Type Field Name Response Actions

EmailAccount
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XDR - Acciones de respuesta — Network.

Response Action How to trigger action Search OAT WB

Collect file field (fileHash) Yes Yes Yes

Collect Investigation Package field (fileHash) Yes Yes Yes

Collect PCAP File field (pcapUUID) Yes Yes -

Collect Network Analysis Package event Yes Yes Yes

(containing above files if any)

. = o Vision One™
Trend Micro Vision One™  Response Management e
Task List  Custom Scripts retections
Collect File v Task status: Successful v Action: All v Target type: Network v Created by: All v B o
Task ID (3) Action Target

»3 Q 00134542 Collect Network Analysis Package :‘? File - OFCB5B69B61A340B9ECAD7489A21DDCO... E‘:ﬂ
»3 @ 00134 Collect Network Analysis Package & File - 26DA7547CAAC841FD1BDE1DD11FC24B1... :mm“
»1 @ 00134537 Collect Network Analysis Package # PCAP file - d70467c3-b0cc-4c91-8871-3409€S6... e
»1 @ 00134 Collect Investigation Package 4 Investigation package - 34F917AABAS684FBES... S ”“’“"”‘”"' SRS RS
» 1 Q 00 Submit for Sandbox Analysis % File - D922168ECBED07452453568F61B68CF52... ZF:;M ,f:",m(hmm
» 1 @ 00 Collect Network Analysis Package A PCAP file - f1060aa6-e2cd-4b3f-9e71-68018fa3... :“3:«”‘5’1‘?‘:“ szmm
»2 @ 00 Collect Network Analysis Package A’ File - OFCB5B69B61A340B9ECAD7489A21DDCO... :;;‘::s"::jsse«m-%nw -

19 | ©2024 Trend Micro Inc.
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Diferentes enfoques de XDR en el Mercado

Extended EDR XDR Con XDR nativo
Alianzas

Ve
byt

< . .2‘ 3 y
PO,
‘N
‘ y .

Foco en el Endpoint

) ) Alianzas Estratégicas Arquitectura especialmente disefada
* Telemetria y detecciones

] ) * Diferentes vendors compartiendo |0Cs * Correlacién de telemetria y detecciones
recogidas del endpoint. multivector con tecnologia nativa.



X—» A—»
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& Trigger

View Assessment Protiies

5 5 Account Vulnerabilities Activity and Cloud app XDR detection Threat
Medium

compromise At-risk behaviors activity At-risk alerts: 8 detection

I High-risk events: vulnerabilities: 281 High-risk events: High-risk events High-risk events: 3
Now 10 35 61

Regional avg: 41 = Low risk = High risk = Low risk = Low risk = Low risk = Medium risk

Adversary is trying to do Exploit Public-Facing Application which leads the Data Encrypted for Impact

They may do this, for example, by retrieving account usernames or by using OS Credential Dumping . The information may be collected in a number of different ways using
other Discovery techniques, because user and username details are prevalent throughout a system and include running process ownership, file/directery ownership, session
information, and system logs. These credential materials can be harvested by an administrative user or SYSTEM and used to conduct Lateral Movement using Use Alternate
Authentication Material . Adversaries may attempt to extract credential material from the Security Account Manager (SAM) database either through in-memory technigues or
through the Windows Registry where the SAM database is stored. Most systems come with some built-in command-line interface and scripting capabilities, for example,
macOS and Linux distributions include some flavor of Unix Shell while Windows installations mclude the Windows Command Shell and PowarSheH Adversaries may abuse
FuwerShell commands and scripts f 1ur execution. Key attack techniques: T 07

2, T1003, T10 T 1 , T1021,

. - Ko ® 2= Accounts with weak authentication ¥ * .%o * B Send email notification of resuts G ® * ™ End

Scheduled: Daily at 19:00 UTC+08:00 Account type: All Notification method: Email End of playbook
Authentication issue: All Reciplents: TIm&@VONESE.com
‘ ‘ ® = Excessive Global/Company Admin % *
Account type: -

21 | ©2024 Trend Micro Inc.
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Lideres en ciberseguridad

IDC Worldwide Cloud Omdia Global Forrester Wave™: Forrester New Wave™: Forrester Wave™:
Workload Security Vulnerability Research Endpoint Extended Detection Network Analysis and
Market Shares and Discovery Detection and Response and Response (XDR) Visibility
May 2023 2022 Edition Q2, 2022 Q4, 2021 Q2, 2023

) Trend Micro

Q.

CrowdStrike ~

Total Market

49.2% $2.6B 3 b ' Sentinelone- Biceender

+26.8%

VMuare -Cyoareason

The Forrester Wave™ is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave are trademarks of Forrester Research, Inc. The Forrester Wave is a graphical representation of Forrester's call on a market and is plotted using a detailed spreadsheet with
exposed scores, weightings, and comments. Forrester does not endorse any vendor, product, or service depicted in the Forrester Wave. Information s based on best available resources. Opinions reflect judgment at the time and are subject to change.

@) TREND?
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Lideres en ciberseguridad

IDC Worldwide Cloud rend Micro
Workload Security 54‘1 7w+*4 ;
Market Shares

May 2023

Omdia |

Palo Alto Networks

Total Market $202.1; +58.4

49.2% $2.6B
+26.8%

4.8% Check Point
4.2% $139.9; +22.1
Broadcom
$125.8; +26.6% yly

The Forrester Wave™ is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave are trademarks of Forrester Research, Inc. The Forrester Wave is a graphical representation of Forresters call on a market and is plotted using a detailed spreadsheet with B

exposed scores, weightings, and comments. Forrester does not endorse any vendor, product, or service depicted in the Forrester Wave. Information is based on best available resources. Opinions reflect judgment at the time and are subject to change. T R E N D =]
<]
=
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Lideres en ciberseguridad

Challen
Quantifying the Public Stronger
Vulnerability Market current

offering

o Omdia Research: Quantifying the Public Vulnerability Market: 2022 Edition A
5%
5% '

[l Trend Micro US CERT/CC
Cisco PAN
Google Check Point
Microsoft Kapersky Lab

Fortinet B McAfee

Weaker
current
offering

The Forrester Wave™ is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave are trademarks of Forrester Research, Inc. The Forrester Wave is a graphical representation of Forresters call on a market and is plotted using a detailed spreadsheet with ;

exposed scores, weightings, and comments. Forrester does not endorse any vendor, product, or service depicted in the Forrester Wave. Information is based on best available resources. Opinions reflect judgment at the time and are subject to change. T R E N D =iy
<]
=
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Lideres en ciberseguridad

Strong
Challengers Contenders Performers Leaders
Forrester Wave™: Endpoint Stronger
Detection and Response ik
Q2, 2022
Trend Micro
SentinelOne (- )
Palo Alto Networkt?.EP - Bggiendes
Elastic (-
> Cybereason

Fortinet &)

BlackBerry CylanceJ

Check Point Software I

Technologies
Weaker
current
offering
Weaker strategy

VMware Carbon Black

& FireEye (-)Sophos

= McAfee

P Stronger strategy

Market presence*

The Forrester Wave™ is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave are trademarks of Forrester Research, Inc. The Forrester Wave is a graphical representation of Forrester's call on a market and is plotted using a detailed spreadsheet with
exposed scores, weightings, and comments. Forrester does not endorse any vendor, product, or service depicted in the Forrester Wave. Information s based on best available resources. Opinions reflectjudgment at the time and are subject to change.
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Lideres en ciberseguridad

Leaders

r strategy

Strong
Challengers Contenders Performers Leaders
Forrester New Wavem™: Extended Stonger
Detection and Response (XDR) current {+ Y Trend Micro
offering
Q4, 2021 (- I Microsoft
Palo Alto Networks - )
CrowdStrike =)
SentinelOne - - Bitdefender
McAfee
Cisco @ (--Elastic (~)VMware -Cybereason
-Kaspersky
Sophos(+)
FII’EEVE{_:_:
Weaker
current
offering

Weaker strategy

Stronger strategy
Market presence”

The Forrester Wave™ is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave are trademarks of Forrester Research, Inc. The Forrester Wave is a graphical representation of Forrester's call on a market and is plotted using a detailed spreadsheet with
exposed scores, weightings, and comments. Forrester does not endorse any vendor, product, or service depicted in the Forrester Wave. Information s based on best available resources. Opinions reflectjudgment at the time and are subject to change.
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Lideres en ciberseguridad

Strong
Challengers Contenders Performers Leaders

Forrester Wave™: Network
Analysis and Visibility

Stronger

offering =
Q2, 2023 Arista Networks ( )
ExtraHop
() Lumu
~ Q Trend Micro
Fortinat I.\,)‘ ;\Cﬁm
VMware
£ N
Vectra Al 1\:/
—
Trellix (= NETSCOLIT( - ) () corelight
Darktrace( + |
-
Exeon Analytics &
Weaker
current
offe

Stronger strategy

The Forrester Wave™ is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave are trademarks of Forrester Research, Inc. The Forrester Wave is a graphical representation of Forrester's call on a market and is plotted using a detailed spreadsheet with
exposed scores, weightings, and comments. Forrester does not endorse any vendor, product, or service depicted in the Forrester Wave. Information s based on best available resources. Opinions reflectjudgment at the time and are subject to change.
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Alineados con el CCN

Deep Security (Manager y Agente/Relay Linux/Windows)

Versién

Fabricante

Familia

Tipo

Categoria ENS
Fecha Inclusién
Revisién de Validez

Descripcion

11.0

Trend Micro

EDR (Endpoint Detection and Response)

Producto
ALTA
01/12/2021
31/05/2024

Deep Discovery Inspector

Versidn
Fabricante
Familia

Tipo

Categoria ENS
Fecha Inclusién

Revision de Validez

6.5.1129

Trend Micro

IDS, IPS y AntiDDoS
Producto

MEDIA

N/A

16/05/2026

TippingPoint Threat Protection System

Versiéon
Fabricante
Familia

Tipo

Categoria ENS
Fecha Inclusién

Revisién de Validez

Descripciéon

555

Trend Micro

IDS, IPS y AntiDDoS
Producto

ALTA

01/02/2023
31/07/2025

MEDIA

Certificado:

Endpoint/Servidores.

NDR.
IPS.

En Curso:

IPS OT.
Correo.
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