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cQué hacemos?

"/ VIDsigner

Servicio de firma electronica multicanal siguiendo
el modelo TSP

‘%4 \IDchain

Solucién de identidad soberana (SSI - self-
sovereign identity) para onboardingy KYC
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Peter Steiner

NEW YORKER

“On the Internet, nobody knows you're a dog.”
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On the Internet, no
you're a fridge pre
dog

-one knows
tending to be

This is the progress we've made in twenty years of online soclety

“On the Internet, nobody knows you're a dog.”



On the Internet, ng
you're a Russjan-h
Pretending to be 5
Pretending to be 3

This is where we are going next

“0ne knows
aCkedfﬂdge
Swedish hot
Fox News dog

“On the Internet, nobody knows you're a dog.



EU - PKI

Real Decreto-ley 14/1999, de 17 de septiembre, sobre firma
electronica.

Directiva 1999 /93 /CE del Parlamento Europeo y del Consejo, de
13 de diciembre de 1999, por la que se establece un marco
comunitario para la firma electronica
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OpenlD - Oauth

;; Sign in with Dropbox

Sign in with Facebook

) Sign in with GitHub

8+ Sign in with Google

Sign in with Tumblr

¥  Sign in with Twitter

HET

2006

Relying Party

2. Sends logout token

OpenlD Provider

3. Logout the end-user
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End-user

1. logout from the
OpenlD Provider
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GDPR

Personally Identifiable

. | Data mistbe processed a'l::li spet:infi:t:, e:lq)lu:lts Adc?q.uate, relevant and
Dg?aera fairly and lawfully egiti purpose minimum necessary.
Protection

Regulation

Controller is responsible
and liable to ensure and
demonstrate
compliance

2016



10 PRINCIPLES
OF SELF-SOVEREIGN IDENTITY

Christopher Allen

{ £ 4+ & ©

existence control access transparency persistence

portability interoperability consent minimization protection




A NEW PARADYGM: SELF-SOVEREIGN IDENTITIES

CURRENT IDENTITY MODEL SELF-SOVEREIGN IDENTITY MODEL



- Self-sovereign digital identity

Lifetime portable identity for any

e, Myself, & | person, organization, or thing

that does not depend on any
centralized authority and

can never be taken away
@ \ﬁMEETUP SSIMeetup.org



A GLOBAL IDENTITY APPROACH... AND ANOTHER GLOBAL IDENTITY
APPROACH...

SSIIS CONTRIBUTING TO EU’'S VALUES & PROTECTION OF ITS CITIZENS
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International SSI Standardization Forums

ISSUER

Issues

HOLDER

Acquires, Stores,
Presents

VERIFIER

Requests, Verifies

Verify Identifier
Ownership

v

IDENTIFIER REGISTRY

Maintain ldentifiers

Verify Identifier
Ownership

N



Emerging Open Standards

VERIFIABLE CREDENTIALS

DID AUTH

DKMS

(Decentralized Key Management System)

DID

(Decentralized Identifier)
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the Web of Trust Internet Identity
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DID

o’

DID Syntax (W3C)

did:sov:3k9dg356wdcj5gf2k9bw8kfg7a
W_J W_J \ v J
Method-Specific ldentifier

Method Generated as defin‘e.d bY the
DID method specification

Scheme

@ ﬁMEF'ﬂUJP SSiMeetup.org
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Zero-Knowledge Proofs

If your personal data
is never collected, it
cannot be stolen.

Zero-knowledge
proof (ZKP)

= Maria Dubovitskaya Cryptographer,
Research Staff Member, IBM Zurich
Research Laboratory, Ph.D. in

cryptography and privacy from ETH
Zurich

%W —_— \ﬁncnup SSIMeetup.org

ZKP Identity-Related Landscape

Identity Verification, Authentication
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Players

uport
&cihereum

did:uport: XXX

O SOVFIn

identity for al

HYPERLEDGER

INDY

did:sovrin: XXX
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did:erc725:XXX

"/ VIDchaln

Always be you

Ledger Agnostic

did:xxx: XXX
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¢ Quorum
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HYPERLEDGER

BESU

ALASTRIAID

Un models de identdad digtal ceo fuerza
legal para una Blockehain Permisionada
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EBSI: European Blockchain Service Infrastructure

e Iniciativa conjunta de la Comision Europeay del
European Blockchain Partnership

e  Ofrecerservicios sobre Blockchain para los ciudadanos
de los Estados Miembrosy, en un futuro, la empresa
privada

e Publicada V1paralos Estados Miembros el 12 de febrero
de 2020, release publica finales de marzo 2020

e Apertura plataforma finales 2020

e A4Casosde Uso:

Notarisation of Documents for Certification of Diplomas

Auditing Purposes

EU Self-Sovereign Identity
Framework

‘ ‘ Trusted Data Sharing

Los principios de EBSI:

PUBLICA PERMISIONADA: la identidad de los
nodos participantes sera conocida

DESCENTRALIZADA: cada estado miembro se
hara cargo de su propios nodos

ESCALABLE: soporte para alto rendimiento y alto
numero de nodos

ABIERTA: en codigo abiertoy con licencia de uso
libre

SOSTENIBLE: eficiente en términos de energia

INTEROPERABLE: basado en estandares
existentes y corriendo diferentes ledgers (HL Besu
y HL Fabric)



ESSIF: European Self-Sovereign |dentity Framework

Servicio de SSl para los ciudadanos de los estados
miembros

Montado sobre blockchain HL Besu con la
generacion de un identificador unico (DID) para
cada par de claves: did:ebsi:OxabcdefghOOT1

Permite la generacion de DIDs y el intercambio de
credenciales verificables: verifiable ID (credencial de
identidad firmada con claves eIDAS) y otros como
diplomas.

Se ofrece un wallet de identidad para gestionar el
Test EBSI User Journey Demo by taking the
DID ) las VCs following steps in order.

Implementado el caso de uso de “El viaje de Eva”
para emitir su Verifiable ID, Bachelor Diplomay
Master Diploma.

> Open your EBSI Wallet account
)




Eva’'s User Journey
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elDAS bridge: conectando SSI con elDAS

elDAS es una regulacion europea que establece un
marco de confianza sobre las firmas electronicas
(Electronic IDentification for Authentication and
Trust Services) permitiendo transacciones seguras
transfronterizas para establecer el Mercado Unico
Digital (Digital Single Market)

elDAS-bridge es un componente dentro del proyecto

ESSIF que enlaza el marco de confianza eIDAS dentro
de la plataforma de SSI de EBSI

Vinculando las Verifiable Credentials con las reglas de
elDAS elD (identificacion) y eiDAS eSeals (sello)

Una Credencial Verificable firmada con clavesy
certifucadis e|DAS adoptaria el nivel de confianza
(LoA) equivalente.
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°’/ VIDchain

With ViDchain we offer a decentralized
Self-Sovereign Identity service based on
Blockchain for digital identity verification

processes.

This solution ensures GDPR compliance
and improves procedures such as
customer onboarding, AML, and KYC.
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ID attributes

a API

ViDchain ===
ID data ID wallet === Service Provider
storage m f———— consuming IDs
® .
EP ‘77 viDchain
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Decentralized
|dentifiers (DIDs)

Discoverer/
Resolver

3 party providing
ID claims

Decentralized
networks

\/A ALASTRIA J:;};c SOHY':IQ J EBS| -

1. Validated ID s the first Sovrin Steward in Spain
2 Validated D is developing de ESSIF reference wallet in EBS/ project.
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Gracias

www.validatedid.com
info@validatedid.com
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